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Main Site 1U Rack Mounted Server (VM Hosts)

Storage for Main Site with 15TB usable capacity

Main Site 2U Rack Mounted BackUp Server

Backup Software covering 40 instances for 5 Years

Main Site Tape Autoloader with 20 Data Cartridges

VMware Licenses covering hosts in all sites for 5 Years

)—-\)—l)—l)—d_,_/—"

Microsoft Licenses covering backup servers

Branches 1U Rack Mounted Server (VM Hosts)

Storage for Branches with around 3TB usable capacity each

Branches 2U Rack Mounted BackUp Server

Branches LTO-8 External Tape Drive with 20 Data Cartridges each

Q| < <] <

Branches TOR Switch
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Item # 1 Minimum Requirement

Server: Main Site 1U Rack Mounted Server

Chassis 1U Rack Mountable

CPU Two numbers of 4th Generation Intel® Xeon® Scalable Processor with 24 Cores each

Chipset Intel® C741 Chipset
32DIMM slots

Memory Total 128 GB DIMMS scalable upto 8.0 TB using DDR5 Registered DIMM (RDIMM)
Operating at 4800 MT/s

Bus Slots Server should support upto three PCI-Express 5.0 x16 slots

Additional two x8 or higher PCle 5.0 slots

BOOT optimized storage

2 x480GB M.2 NVMe Hot Plug Boot Optimized Storage in RAID 1

Networking features

Each server should include the below networking cards:
1. 1Gb 4-port network adapter
2. 32Gb 2-port Fiber Channel adapter

Should support hot plug redundant low halogen power supplies with minimum 94% efficiency:

PO SLpplY 1000W per Power Supply.
Fans Redundant hot-plug system fans
Support 5 Year Vendor 24x7 Support is required

System Security

UEFI Secure Boot and Secure Start support
Immutable Silicon Root of Trust
Chassis Intrusion detection option

Operating Systems and
Virtualization Software
Support

Windows Server

Red Hat Enterprise Linux (RHEL)
SUSE Linux Enterprise Server (SLES)
VMware ESXi

Canonical Ubuntu

Oracle Linux and Oracle VM

Citrix

Firmware security

1- For firmware security, system should support remote management chip creating a
fingerprint in the silicon, preventing servers from booting up unless the firmware matches the
fingerprint. This feature should be immutable

2- Should maintain repository for firmware and drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to
factory tested secured firmware

Server Management

Software should support dashboard view to quickly scan the managed resources to assess
the overall health of the data center. It should provide an at-a-glance visual health summary of
the resources user is authorized to view.
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Item # 2 Minimum Requirement

Storage: Storage for Main Site

. 1- The storage array should support industry-leading Operating System platforms including:
%ﬁj;?é‘:;ﬁgsgjte”; & | Windows 2016 /2019 /2022, VMware and Linux
PP 2- Offered Storage Shall support all above operating systems in Clustering

1- The Storage Array shall be offered with 15TB Usable Capacity using less than 4TB Drives
of the following type: SAS 12G SFF M2 SSD

2- For effective power saving, Storage subsystem shall be supplied with 2.5" Small form factor
SFF drives however storage subsystem shall also support LFF drives with the addition of
required disk enclosures

3- Storage shall be scalable to minimum of 240 number of SAS SFF drives.

Capacity & Scalability

Front-end Ports 1- Offered Storage system shall be supplied with 4 * 16Gb Fibre Channel ports per controller
& Back-end Ports 2- Offered storage system shall support 12G SAS Back-end connectivity

The storage array should support dual, redundant, hot-pluggable, active-active array

Architecture controllers for high performance and reliability

No Single point of Offered Storage Array shall be configurable in a No Single Point of configuration including
Failure Array Controller card, Cache memory, FAN, Power supply etc.

1- Storage system shall support Enterprise SAS spinning drives, SSD and and near line SAS

1 7.2K RPM drives
2- Offered storage array shall also have support for FIPS 140-2 validating self-encrypted

drives

Disk Drive Support

Offered Storage Array shall be given with Minimum of 12GB cache per controller in a single

Cache .
unit

Support 5 Year 24x7 Vendor Support is required
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Item #3 Minimum Requirement

Server: Main Site 2U Rack Mounted Server

Chassis 2U Rack Mountable

CPU One number of 4th Generation Intel® Xeon® Scalable Processor with 12 Cores

Chipset Intel® C741 Chipset
32DIMM slots

Memory Total of 64 GB DIMMS scalable upto 8.0 TB using DDR5 Registered DIMM (RDIMM)
operating at 4800 MT/s

Bus Slots Server should support upto eight PCI-Express 5.0 x16 slots

Additional two x8 or higher PCle 5.0 slots

BOOT optimized storage

2 x 480GB M.2 NVMe Hot Plug Boot Optimized Storage in RAID 1

HDD Disks

6x 6TB SAS 12G 7.2K LFF

Support

5 Year 24x7 Vendor Support is required

Networking features

Each server should include the below networking cards:
1- 1Gb 4-port network adapter
2- 32Gb 2-port Fiber Channel adapter

Power Supply

Should support hot plug redundant low halogen power supplies with minimum 94% efficiency:
1000W per Power Supply.

Fans

Redundant hot-plug system fans

System Security

UEFI Secure Boot and Secure Start support
Immutable Silicon Root of Trust
Chassis Intrusion detection option

Operating Systems and
Virtualization Software
Support

Windows Server

Red Hat Enterprise Linux (RHEL)
SUSE Linux Enterprise Server (SLES)
VMware ESXi

Canonical Ubuntu

Oracle Linux and Oracle VM

Citrix

Firmware security

1- For firmware security, system should support remote management chip creating a
fingerprint in the silicon, preventing servers from booting up unless the firmware matches the
fingerprint. This feature should be immutable

2- Should maintain repository for firmware and drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to
factory tested secured firmware

Server Management

Sottware should support dashboard view to quickly scan the managed resources to assess

the overall health of the data center.
It should provide an at-a-glance visual health summary of the resources user is authorized to

view

Item #4

Minimum Requirement

Backup Software

Covering 40 instances for 5 Years with 24x7 vendor support

Item #5

Minimum Requirement

Tape Autoloader

1- LTO-8 FC Drive
2- Bar Code Label Pack + 20 Data Cartridges
3- 5 Year 24x7 Vendor Support

Item #6

Minimum Requirement

VMware Licenses

1 x vCenter Standard Server with b years vendor 24x7 support

and

VMware vSphere Standard covering main site servers with 5 years vendor 24x7 support
and

VMware vSphere Standard covering branch servers with 5 years vendor 24x7 support
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Item #7

Minimum Requirement

Operating System

Windows Server Licenses covering the following:
Main Site 2U Rack Mounted Server with Windows Server 2022 Standard

Licenses Branches 2U Rack Mounted Servers with Windows Server 2022 Standard
Item # 8 Minimum Requirement
Server: Branches 1U Rack Mounted Server
Chassis 1U Rack Mountable
CPU One number 4th Generation Intel® Xeon® Scalable Processor with 20 Cores
Chipset Intel® C741 Chipset
32DIMM slots
Memory Total 128 GB DIMMS scalable upto 8.0 TB using DDR5 Registered DIMM (RDIMM)
operating at 4800 MT/s
Server should support upto three PCI-Express 5.0 x16 slots
Bus Slots Additional two x8 or higher PCle 5.0 slots
Disks 2 x240GB 6G SSD

Networking features

Each server should include the below networking cards:
1- 1Gb 4-port network adapter
2- 10Gb BaseT 2-port ethernet network adapter

Should support hot plug redundant low halogen power supplies with minimum 94% efficiency:

rower Supply 1000W per Power Supply
Fans Redundant hot-plug system fans
Support 5 Year 24x7 Vendor Support is required

System Security

UEFI Secure Boot and Secure Start support
Immutable Silicon Root of Trust
Chassis Intrusion detection option

Operating Systems and
Virtualization Software
Support

Windows Server

Red Hat Enterprise Linux (RHEL)
SUSE Linux Enterprise Server (SLES)
VMware ESXi

Canonical Ubuntu

Oracle Linux and Oracle VM

Citrix

Firmware security

1- For firmware security, system should support remote management chip creating a
fingerprint in the silicon, preventing servers from booting up unless the firmware matches the
fingerprint. This feature should be immutable

2- Should maintain repository for firmware and drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to
factory tested secured firmware

Server Management

Software should support dashboard view to quickly scan the managed resources to assess
the overall health of the data center. It should provide an at-a-glance visual health summary of
the resources user is authorized to view




dolall &y n ol
ay)Lae)l (198l

Item #9

Minimum Requirement

Storage:

Storage for Branches

Operating System &
Clustering Support

1- The storage array should support industry-leading Operating System platforms including:
Windows 2016 /2019 / 2022, VMware and Linux
2- Offered Storage Shall support all above operating systems in Clustering.

Capacity & Scalability

1- The Storage Array shall be offered with 3TB Usable Capacity using less than 1TB Drives of
the following type: SAS 12G 15K SFF

2- For effective power saving, Storage subsystem shall be supplied with 2.5" Small form factor
SFF drives however storage subsystem shall also support LFF drives with the addition of
required disk enclosures.

3- Storage shall be scalable to minimum of 90 number of SAS SFF drives.

Front-end Ports
& Back-end Ports

1- Offered Storage system shall be supplied with 4 * 10Gb iSCSI ports on the array
2- Offered storage system shall support 12G SAS Back-end connectivity.

Architecture

The storage array should support dual, redundant, hot-pluggable, active-active array
controllers for high performance and reliability

No Single point of
Failure

Offered Storage Array shall be configurable in a No Single Point of configuration including
Array Controller card, Cache memory, FAN, Power supply etc.

Disk Drive Support

1- Storage system shall support Enterprise SAS spinning drives, SSD and and near line

SAS/ 7.2K RPM drives
2- Offered storage array shall also have support for FIPS 140-2 validating self-encrypted

drives

Cache

Offered Storage Array shall be given with Minimum of 12GB cache per controller in a single
unit

Support

5 Year 24x7 Vendor Support is required
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Item # 10 Minimum Requirement
Server: Branches 2U Rack Mounted Server
Chassis 2U Rack Mountable
CPU One number of 4th Generation Intel® Xeon® Scalable Processor with 12 Cores.
Chipset Intel® C741 Chipset
32DIMM slots.
Memory Total of 64 GB DIMMS scalable upto 8.0 TB using DDR5 Registered DIMM (RDIMM)

operating at 4800 MT/s

Server should support upto eight PCI-Express 5.0 x16 slots.

Bus Slots Additional two x8 or higher PCle 5.0 slots
BOOT optimized storage | 2 X 480GB M.2 NVMe Hot Plug Boot Optimized Storage in RAID 1
HDD Disks 3x4TB 6G 7.2K LFF
) 1- Internal RAID Controller compliant with the above section
Required Controller | 5_ External RAID Controller compliant with the above section (for tape drive connectivity)

) Each server should include the below networking cards:
Networking features | 1 1Gp 4-port network adapter

Serial - 1 (Optional)
Interfaces USB support with Up to 5 total: 1 front, 2 rear, 2 internal
1GbE Dedicated management port

Should support hot plug redundant low halogen power supplies with minimum 94% efficiency:

Power Supply 1000W per Power Supply.
Fans Redundant hot-plug system fans
Support S Year 24x7 Vendor Support is required.
UEFI Secure Boot and Secure Start support
System Security Immutable Silicon Root of Trust

Chassis Intrusion detection option

Windows Server.
Red Hat Enterprise Linux (RHEL)
Operating Systems and | SUSE Linux Enterprise Server (SLES)
Virtualization Software | VMware ESXi.

Support Canonical Ubuntu
Oracle Linux and Oracle VM
Citrix
1- For firmware security, system should support remote management chip creating a
fingerprint in the silicon, preventing servere from booting up unlese the firmware matches the
fingerprint. This feature should be immutable
2- Should maintain repository for firmware and drivers recipes to aid rollback or patching of
compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to
factory tested secured firmware
Software should support dashboard view to quickly scan the managed resources to assess
the overall health of the data center.
It should provide an at-a-glance visual health summary of the resources user is authorized to
view.

Firmware security

Server Management
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Item #11 Minimum Requirement
1- LTO-8 FC Drive
Eoranhes L19-8 | 2- Bar Code Label Pack + 20 Data Cartridges
P 3- 5 Year 24x7 Vendor Support
Item #12 Minimum Requirement
1 x vCenter Standard Server with 5 years vendor 24x7 support
and
Branches TOR Switch | VMware vSphere Standard covering main site servers with 5 years vendor 24x7 support
and

VMware vSphere Standard covering branch servers with 5 years vendor 24x7 support
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1- Introduction:
The General Directorate of Land Registry and Cadastre (GDLRC) is looking to refresh the HW/SW infrastructure by

replacing the available servers and storage with new up-to-date ones using an appropriate virtualization software,
conduct data migration, and provide a reliable backup software that supports both virtual and physical environments.

The current environment at GDLRC consists of several standalone and blade servers located in separate locations
(Beirut, Baabda, Tripoli, Saida, Zahle, Zalka, Jounieh, and Nabatieh) holding legacy applications based on Oracle
database 10g (10.2.0.4), Oracle Forms and Reports 6i and 10g, and Oracle Application Server 10g, and running on
Windows Server 2003, in addition to other file servers.

2- Scope of Work:
The bidder should conduct a Proof of Concept (PoC) of the following tasks:

). Migrate only two Oracle databases 10g, and one Oracle Application Server 10g, running on Windows Server
2003 to virtual servers running on at least Windows Server 2012 using Host Servers for ESX.

Y. Ensure the proper functionality of GDLRC legacy applications that are based on Oracle Forms and Reports 6i
and on Oracle Application Server 10g, after the completion of the migration referred to in the above bullet #

L.

Y. Provide the needed HW, SW and NW items to host the migrated solution. The bidder will be responsible for
the installation, configuration and data migration besides all logistics related to the PoC.

The GDLRC [T Team shall provide any needed clarification(s) and help the bidder to achieve the above tasks.

Every bidder has 10 working days to perform the above tasks.
A report shall be submitted to GDLRC summarizing the works and the recommendations related to the PoC.

Y- Qualifications and Expertise:

The bidder must provide all the related Hardware, Virtualization Software, Backup Software and
Networking needed for the PoC.

The Bidder should commit to have a local onsite team to support the execution phases of the PoC.
Support shall be On-Site 24x7.

The bidder must design the solution to take into consideration High Availability.

The Bidder shall also provide hands on light training during the PoC.

The Bidder must be a gold partner or above in Lebanon for the HW and Software used in the PoC.

The Bidder should provide at least the profiles of 2 certified engineers within the team, alongside their
updated certifications. (HW + ORACLE)

The Bidder shall be an authorized HW Vendor partner for services delivery.

Failure in the PoC shall result in disqualifylng the bldder to patticipate in the cortesponding RFQ once
launched.

The Bidder shall be responeible for the delivery, installation, configuration and data migration in all sitos in the

COITespo.
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